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Introduction

This document reports my visit to the Distributed Systems Group INESC-ID/IST at Lisbon,
between the 16th and the 18th of April 2008. The goal of the visit was to come up with a
reliable broadcast solution combining the advantages of both the epidemic and the deterministic
broadcast approaches. Indeed, gossip, or epidemic, protocols have emerged as a powerful strategy
to implement highly scalable and resilient reliable broadcast primitives [10, 5, 7, 2]. In a gossip
protocol, when a node wants to broadcast a message, it selects t nodes from the system at
random (this is a configuration parameter called fanout) and sends the message to them; upon
receiving a message for the first time, each node repeats this procedure [10]. Gossip protocols
are an interesting approach because they are highly resilient (these protocols have an intrinsic
level of redundancy that allows them to mask node and network failures) and distribute the load
among all nodes in the system.
Unfortunately, gossip based broadcast protocols are less efficient than other approaches that
rely on some sort of deterministic tree-based broadcast to disseminate information [4, 14, 13], as
the intrinsic redundancy of gossip protocols produces more network traffic, which might exhaust
network capacity, making any sort of broadcast impossible. This is the price to pay in order to
avoid the high cost and additional complexity of construction, and also the time costs for repair,
such tree-based approaches.
Furthermore, in order to provide some sort of guarantees concerning such high level metrics as
latency, adaptive reliability and load-balancing, a gossip approach might not be enough, as one
has to take into consideration that peers in such a system have resource limitations (e.g. memory,
bandwidth), whereas gossip approaches are random in nature, not taking these constrains into
account.
A deterministic broadcast solution, on the contrary, could adapt itself to the available resources. Considering the unreliable behavior of components1 , a deterministic broadcast could
define a routing scheme, including the most reliable path (links and nodes) so as to ensure the
maximum reliability to reach all processes [6, 1]. Regarding the bandwidth, such a broadcast
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Nodes and communication links can fail, unexpectedly ceasing their operation and dropping messages respectively.
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solution should distribute the forwarding load with respect to the available bandwidth between
any two nodes [3, 8, 1]. The available bandwidth could be expressed in terms of quota of
messages to use for one message broadcast [1].
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Purpose of the visit

The purpose of the visit was to develop a peer-to-peer broadcast solution that ensures reliability 2 in a constrained environment. The environment constraints could be related to the
dynamic nature of the underlying system, i.e., users can join or leave the system, processes can
crash and recover and links can lose messages. They also could be related to the limitation of
resources such as a hardware constraints (e.g., processing power or memory limitations), or links
constraints (e.g. limited bandwidth).
The way a system takes into account these limitations have a large impact in the overall performance of a broadcast scheme. For this, we defined a solution that defines the reliability as
a function of the maximum use of available resources. Furthermore, as mentioned previously,
to ensure scalability, a broadcast solution should not be based on a global knowledge about the
system. For this, we assume that each process has only a partial view of the system, which is
given to him by a peer sampling service such as [9].
For this purpose, we investigated how to combine two previous works. The first [11], named
Plumtree, allows one to approach the efficiency of gossip-based approaches to that of tree-based
approaches, by building and maintaining a broadcast tree embedded on a gossip-based overlay 3 .
The Plumtree protocol operates by sending message payloads preferably via overlay links that
are branches of the embedded tree while using the remaining links of the gossip overlay for fast
recovery and expedite tree healing.
The second [1], provides a reliable and resources-aware solution that takes into account both
the probabilistic behavior of the environment components (processes and links) and the limited
bandwidth. This latter is translated into a quota of messages at the disposal of each process
for a single message diffusion. The adaptiveness of this solution relies on a tree construction
technique that builds progressively4 a propagation graph covering the whole system. Both [11]
and [1] assume that each process has only a partial view about the system. In particular, [11]
relies in a peer sampling service called HyParView [12], which is able to provide partial views
to nodes that have specific properties (e.g. small sized, symmetry) that allow a gossip-based
broadcast scheme to aim at a reliability of 100%.
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Work carried out during the visit

Hereafter, we describe the resulting work of this collaboration. For a better understanding of
this work, we started by defining the model we are considering.
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In this context we define reliability as the percentage of active nodes that deliver a gossip broadcast.
For instance, the gossip-based overlay created and maintained by the HyParView protocol.
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This propagation graph is built collaboratively by some processes.
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3.1

Basic system model

We consider an asynchronous distributed system composed of processes (nodes) that communicate by message passing. Our model is probabilistic in the sense that processes can crash
and links can lose messages with a certain probability. More formally, we model the system’s
topology as a connected graph G = (Π, Λ), where Π = {p1 , p2 , ..., pn } is a set of n processes and
Λ = {l1 , l2 , ...} ⊆ Π × Π is a set of bidirectional communication links.
Process crash probabilities and message loss probabilities are modeled as failure configuration C = (P1 , P2 , ..., Pn , L1 , L2 , ..., L|Λ| ), where Pi is the probability that process pi crashes
during one computation step and Lj as the probability that link lj loses a message during one
communication step.
Furthermore, we consider two other constraints in our model: the limited bandwidth and
the limited memory available to each process.
Formally, the limited bandwidth constraint is modeled as Q = (q1 , q2 , ..., qn ), the set of quotas
associated to processes in the system; qi is the individual quota of messages at the disposal of
process pi to forward a message.
In order to take into account the limited memory constraint, we further assume that each process
maintains knowledge only about its direct neighbors. Formally, the limited knowledge at each
process pi is modeled with two sets Ni and LNi , which denote, respectively, the set of processes
directly connected to pi and the set of links relying pi to them. When positioned at pi , we note
lk ∈ LNi , the link relying pi to its neighbor nk (where nk ∈ Ni ). We assume that knowing about
an environment component (link or process) includes knowing all its properties. That is, if a
process pi knows a neighbor nk it means that pi knows the nk reliability, noted Pk , and the nk
quota of messages, noted qk . It, consequently, also knows lk , the link relying pi to nk and its
reliability Lk .

3.2
3.2.1

Resource-Aware Epidemic Broadcast
Solution Overview

Our protocol operates as any pure gossip protocol, in the sense that, in order to broadcast a
message, each node gossips with a set of nodes. However, in our strategy, the selected gossip
nodes are within direct neighbors and are not randomly chosen. Each node uses a combination
of eager push and lazy push gossip. Eager push is used with a subset of neighbors to ensure the
broadcast, while lazy push is used for the remaining neighbors. The nodes used for eager push
are selected in such a way that their closure effectively builds a reliable broadcast tree embedded
in the random overlay network. Lazy push links are used to ensure gossip reliability when nodes
fail and also to quickly heal the broadcast tree. Furthermore, contrary to other gossip protocols,
the set of peers is not changed at each gossip round. Instead, the same peers are used until
failures are detected.
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3.2.2

Initialization

For the correct operation of the algorithm, each node classifies its direct neighbors in two sets:
the eagerPushPeers, with which the node uses eager push gossip of the broadcast message and
lazyPushPeers, with which it uses lazy push gossip. As already mentioned in our model, nodes
are limited in number of payload messages to send for one broadcast. This impacts the number of
neighbors to include in eagerPushPeers set. For initialization, if enough messages are available,
e.g., q > |N |, the eagerPushPeers is initialized with the set of direct neighbors N . Otherwise,
eagerPushPeers contains the best reachable neighbors, i.e., connected to the current process
with the most reliable links (the lowest Li ). The lazyPushPeers will then include the remaining
neighbors not included in eagerPushPeers.
3.2.3

Tree Construction

After the initialization of the eagerPushPeers and lazyPushPeers sets described above, nodes
construct the maximum probability tree by moving neighbors from eagerPushPeers to lazyPushPeers and vice versa, in such a way that, after the protocol evolves, the overlay defined by the
first set becomes the aimed reliable tree. When a node receives a message for the first time it
includes the sender in the set of eagerPushPeers. This ensures that the link from the sender to
the node is bidirectional and belongs to the broadcast tree. When a duplicate is received from
another neighbor, we check wether it offers a better reliability than the previously sender of the
message. In such a case, we switch the new one and the old sender of that message. That is, we
add the just received message sender to the eagerPushPeers set and we move the corresponding
old sender to the lazyPushPeers. Otherwise the new sender is moved to the lazyPushPeers.
Furthermore, a Prune message is sent to that sender such that, in response, it also moves the
current node to its lazyPushPeers.
3.2.4

Misses and Failures Repair

When the quota of messages available at each node is enough to include all neighbors in to the
eagerPushPeers at the initialization, the above procedure ensures that, when the first broadcast
is terminated, a tree has been created. In the other case, however, some nodes risk to not be
included in any eagerPushPeers set. Hence not covered by the broadcast tree. We name this
phenomena as miss. The following algorithm presents a solution for misses and failures that are
due to the probabilistic behavior of our model and that may disconnect the tree.
When a failure occurs, at least one tree branch is affected. Therefore, eager push is not
enough to ensure message delivered in face of failures. The lazy push messages exchanged
through the remaining nodes of the gossip overlay are used both to recover missing messages
but also to provide a quick mechanism to heal the multicast tree.
When a node receives an Ihave message, it simply marks the corresponding message as missing. It then starts a timer, with a predefined timeout value, and waits for the missing message
to be received via eager push before the timer expires. The timeout value is a protocol parameter that should be configured considering the diameter of the overlay and a target maximum
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recovery latency, defined by the application requirements.
When the timer expires at a given node, that node selects the source of the Ihave announcement connecting to it via the most reliable link. It then sends a Graft message to that source.
The Graft message has a dual purpose. In first place, it triggers the transmission of the missing
message payload. In second place, it adds the corresponding link to the broadcast tree, healing
it. When a Graft message is sent, another timer is started to expire after a certain timeout,
to ensure that the message will be requested to another neighbor if it is not received meanwhile.
This second timeout value should be smaller that the first, in the order of an average round trip
time to a neighbor.
Note that several nodes may become disconnected due to a single failure, hence it is possible
that several nodes will try to heal the tree degenerating into a structure that has cycles. This
is not a problem however, as the natural process to build the tree will remove any redundant
branches produced during this process by sending Prune messages (i.e., when a message is
received by a node more than once).
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Future collaboration

The research discussed during this visit was very fruitful. It also allowed us to identify several
common research interests that justify a future collaboration between the Dop lab of the
University of Lausanne and the DSG lab of INESC-ID/IST Lisbon. Regarding our broadcast
solution, this visit was, unfortunately, not enough to develop a performance measurement model.
We argue that our solution will offer a reliable and scalable broadcast. To prove this, we plan to
apply for another visit in order to validate our solution by running several simulations scenarios.
Moreover, with this collaboration we aim at submitting a joint paper to a conference, such as
the 28th Conference on Computer Communications (INFOCOM 2009).
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